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Executive Summary 

Broadcom NetXtreme P2100G Network Interface Card (NIC) has been validated by Bloombase InteropLab to run with Bloombase StoreSafe 
Intelligent Storage Firewall. This document describes the steps carried out to integrate Broadcom NetXtreme P2100G NIC with Bloombase 
StoreSafe Intelligent Storage Firewall software appliance on Dell PowerEdge Intel Xeon Server to deliver high-bandwidth, low-latency application-
transparent storage encryption using Post-Quantum Cryptography (PQC) technologies for mission critical applications. Client host system Red 
Hat Enterprise Linux (RHEL) 8.6 has been tested with the Broadcom NetXtreme P2100G NIC and Bloombase StoreSafe data-at-rest encryption 
solution to secure storage backend via Non-Volatile Memory Express (NVMe) over RDMA over Converged Ethernet (NVMe/RoCE) and Non-Volatile 
Memory Express (NVMe) over Transmission Control Protocol (TCP) (NVMe/TCP) network storage protocols powered by Red Hat Enterprise Linux 
(RHEL) 8.6 with Intel Solid State Drives (SSDs).
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Purpose and Scope 

This document describes the steps necessary to integrate Broadcom NetXtreme P2100G NIC with Bloombase StoreSafe 

Intelligent Storage Firewall to deliver agentless, transparent encryption security of traditional storage systems and next-

generation storage services for mission-critical applications. Specifically, we cover the following topics: 

● Install and configure Bloombase StoreSafe Intelligent Storage Firewall software appliance 

● Integrate Bloombase StoreSafe Intelligent Storage Firewall with Broadcom NetXtreme P2100G NIC 

● Integrate Red Hat Enterprise Linux (RHEL) 8.6 client host system and storage backend powered by Red Hat Enterprise 

Linux (RHEL) 8.6 with Bloombase StoreSafe Intelligent Storage Firewall to demonstrate how high-bandwidth, low-

latency, application-transparent data encryption could be achieved for NVMe/RoCE and NVMe/TCP storage protocols 

● Functional and performance testing of data-at-rest encryption over NVMe/RoCE and NVMe/TCP protocols delivered by 

Bloombase StoreSafe Intelligent Storage Firewall with Broadcom NetXtreme P2100G NIC 

● Performance tests are also done on Bloombase StoreSafe Intelligent Storage Firewall installed with Marvell FastLinQ 

QL45611HLCU NIC as comparison 
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Assumptions 

This document describes the integration of Broadcom NetXtreme P2100G NIC with Bloombase StoreSafe Intelligent Storage 

Firewall. It is assumed that you are familiar with operation of storage systems, and major operating systems including Linux, 

Microsoft Windows, IBM AIX, HP-UX and Oracle Sun Solaris. It is also assumed that you possess basic UNIX administration skills. 

The examples provided may require modifications before they are run under your version of operating system. 

As Broadcom NetXtreme P2100G NIC is third party option to Bloombase StoreSafe Intelligent Storage Firewall data at-rest 

encryption security solution, you are recommended to refer to technical notes of Broadcom NetXtreme P2100G NIC for your actual 

use cases. We assume you have basic knowledge of storage networking and information cryptography. For specific technical 

product information of Bloombase StoreSafe, please refer to our website at https://www.bloombase.com and Bloombase 

SupPortal https://supportal.bloombase.com. 

https://www.bloombase.com/
https://supportal.bloombase.com/
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Infrastructure 

Setup 
The integration discussed in this guide is based on the system block diagram below: 
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Storage Encryption 
 

Storage Encryption Bloombase StoreSafe Intelligent Storage Firewall Software Appliance v3.4.9.0 

Server Dell PowerEdge T150 Server 

Processor Intel Xeon E-2378 2.6GHz processor 

Memory 64 GB 

Network Interface Card Broadcom NetXtreme P2100G NIC 

 

Storage System 
 

Storage System NVMe over Fabrics (NVMe-oF) storage services on Red Hat Enterprise Linux (RHEL) 8.6 

Solid State Drives Intel Solid State Drive DC P3600 Series PCIe NVMe SSDs 

 

Storage Host 
 

Client Host Red Hat Enterprise Linux (RHEL) 8.6 

Network Interface Card Broadcom NetXtreme P2100G NIC 

 

Networking 
 

Ethernet Switch Celestica Seastone DX010 32-port 100GbE ONIE Switch 

Cables NVIDIA/Mellanox 100GbE QSFP28 DAC Cables 
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Configuration Overview 

Network Configuration 

Ethernet Switch Configuration 

Celestica Seastone DX010 32-port 100GbE ONIE switch has been used in this integration testing. 

 

Ports 24 and 28 of the 100Gb Ethernet switch are connected to the Broadcom NetXtreme P2100G NICs via DAC cables as shown in 

the SONiC console below. 
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Direct Attach Copper (DAC) Cable 

NVIDIA/Mellanox 100GbE QSFP28 DAC cables have been used in this interoperability testing. 
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100G Network Interface Card (NIC) 
Broadcom NetXtreme P2100 NIC has been used in this integration testing. 

 

Broadcom NetXtreme P2100 NIC Installation and Configuration 

Install and configure Broadcom NetXtreme P2100 NIC using automated driver installer. 
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NVMe over Fabrics (NVMe-oF) Storage Backend 

Solid State Drive (SSD) 

Intel Solid State Drive DC P3600 Series PCIe NVMe SSDs have been used in this testing. 

 

Linux NVMe-oF Storage Target 

Linux NVMe-oF target software is used to be the storage backend secured by Bloombase StoreSafe Intelligent Storage Firewall.  
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Bloombase StoreSafe Intelligent Storage Firewall 
Bloombase StoreSafe Intelligent Storage Firewall delivers unified data at-rest encryption security of files, block devices, objects, 

sequential storages, etc. In this interoperability test, NVMe/RoCE and NVMe/TCP block-based encryption security services are 

validated against Bloombase StoreSafe Intelligent Storage Firewall with 100GbE connectivity powered by Broadcom NetXtreme 

P2100G NIC.  

Bloombase StoreSafe Intelligent Storage Firewall software appliance is deployed on bare metal Dell PowerEdge T150 Server.  
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Broadcom NetXtreme P2100G NIC and Bloombase StoreSafe Integration 

Broadcom NetXtreme P2100G NIC is installed on Dell PowerEdge T150 Server running Bloombase StoreSafe Intelligent Storage 

Firewall Software Appliance v3.4.9.0. 
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Key Generation 

Create an encryption key with name key01. Choose the algorithm, key bit length, and signature hash.  
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Select “Generate” to create the encryption key. 

 

The newly created encryption key can be seen after successful generation. 
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Bloombase StoreSafe Data-at-Rest Encryption for NVMe/RoCE and NVMe/TCP Configuration 

Physical storage with Intel Solid State Drive DC P3600 Series PCIe NVMe SSDs is configured to be secured by Bloombase 

StoreSafe Intelligent Storage Firewall. 

 

Virtual storage with “NVMe” mode is created to secure the just configured physical storage. 
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Select “Privacy” for protection type and select the encryption key. Choose the cipher algorithm and bit length. 

 

Add clients’ NVMe Qualified Name (NQN) that can access Bloombase StoreSafe virtual storage. 
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Start Bloombase StoreSafe virtual storage. 

 

Storage Client 
Client host running Red Hat Enterprise Linux (RHEL) 8.6 is used to access Bloombase StoreSafe Intelligent Storage Firewall 

virtual storage. 
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Test Cases 

Functional Tests for Data-at-Rest Encryption over 

NVMe/RoCE 
Client that has appropriate access can discover Bloombase StoreSafe Intelligent Storage Firewall virtual storage over 

NVMe/RoCE protocol. 

 

 

Connect client to Bloombase StoreSafe Intelligent Storage Firewall virtual storage. 
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Ensure that Bloombase StoreSafe Intelligent Storage Firewall virtual storage is attached to the client after successful connection. 

 

Format and mount Bloombase Storesafe Intelligent Storage Firewall virtual storage. 

 

Read Test 

Sample plaintext files have been pre-added into Bloombase StoreSafe Intelligent Storage Firewall virtual storage. 

 

Trusted client is able to access and read plaintext files.  
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Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is seamlessly encrypted at the storage 

with zero operational impact to end users, system administrators and software applications. 

 

 

 

Write Test 

Create a new file to be secured by Bloombase StoreSafe Intelligent Storage Firewall. 
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Trusted client is able to access and write files into Bloombase StoreSafe Intelligent Storage Firewall. 

 

 

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is seamlessly encrypted at the storage 

with zero operational impact to end users, system administrators and software applications. 

 

 

 

 

Functional Tests for Data-at-Rest Encryption over 

NVMe/TCP 
Client that has appropriate access can discover Bloombase StoreSafe Intelligent Storage Firewall virtual storage over NVMe/TCP 

protocol. 
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Connect client to Bloombase StoreSafe Intelligent Storage Firewall virtual storage. 

 

Ensure that Bloombase StoreSafe Intelligent Storage Firewall virtual storage is attached to the client after successful connection. 

 

Format and mount Bloombase Storesafe Intelligent Storage Firewall virtual storage. 

 

Read Test 

Sample plaintext files have been pre-added into Bloombase StoreSafe Intelligent Storage Firewall virtual storage. 
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Trusted client is able to access and read plaintext files.  

 

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is seamlessly encrypted at the storage 

with zero operational impact to end users, system administrators and software applications. 
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Write Test 

Create a new file to be secured by Bloombase StoreSafe Intelligent Storage Firewall. 

 

 

Trusted client is able to access and write files into Bloombase StoreSafe Intelligent Storage Firewall. 

 

 

Any file/data stored via Bloombase StoreSafe Intelligent Storage Firewall virtual storage is seamlessly encrypted at the storage 

with zero operational impact to end users, system administrators and software applications. 
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Throughput Tests for Data-at-Rest Encryption over 

NVMe/RoCE 
Bloombase StoreSafe Intelligent Storage Firewall equipped with Broadcom NetXtreme P2100G NIC provides encryption over 

NVMe/RoCE with high throughput. 

FIO benchmarking tool is used to generate high number of I/Os and bytes to accurately test Bloombase StoreSafe Intelligent 

Storage Firewall virtual storage performance. 

Read Test 

Read throughput test is performed using fio with below test parameters: 

 

 

Write Test 

Write throughput test is performed using fio with below test parameters: 
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Throughput Tests for Data-at-Rest Encryption over 

NVMe/TCP 
Bloombase StoreSafe Intelligent Storage Firewall equipped with Broadcom NetXtreme P2100G NIC provides encryption over 

NVMe/TCP with high throughput. 

Read Test 

Read throughput test is performed using fio with below test parameters: 

 

 

Write Test 

Write throughput test is performed using fio with below test parameters: 
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Latency Tests for Data-at-Rest Encryption over 

NVMe/RoCE 
Bloombase StoreSafe Intelligent Storage Firewall equipped with Broadcom NetXtreme P2100G NIC provides encryption over 

NVMe/RoCE with low latency. 

Read Test 

Read latency test is performed using fio with below test parameters: 

 

 

Write Test 

Write latency test is performed using fio with below test parameters: 
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Latency Tests for Data-at-Rest Encryption over NVMe/TCP 
Bloombase StoreSafe Intelligent Storage Firewall equipped with Broadcom NetXtreme P2100G NIC provides encryption over 

NVMe/TCP with low latency. 

Read Test 

Read latency test is performed using fio with below test parameters: 
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Write Test 

Write latency test is performed using fio with below test parameters: 

 

 

 

Throughput and Latency Comparisons of Bloombase 

StoreSafe Data-at-Rest Encryption using Broadcom 

NetXtreme P2100G vs Marvell FastLinQ QL45611HLCU 
The Broadcom NetXtreme P2100G NICs previously installed at the Bloombase StoreSafe Intelligent Storage Firewall hardware 

appliance and the storage client are swapped out by Marvell FastLinQ QL45611HLCU with throughput and latency tests redone. 

For details of tests on Bloombase StoreSafe Intelligent Storage Firewall with Marvell FastLinQ QL45611HLCU, please refer to 

Appendix A. 

The test results are entered into the grids below. 

Throughput Test Results 

Test Broadcom NetXtreme P2100G Marvell FastLinQ QL45611HLCU 

NVMe/RoCE Read 986 MB/s 939 MB/s (-4.77%) 

NVMe/RoCE Write 1047 MB/s 1029 MB/s (-1.72%) 
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NVMe/TCP Read 765 MB/s 738 MB/s (-3.52%) 

NVMe/TCP Write 872 MB/s 851 MB/s (-2.41%) 

 

Latency Test Results 

Test Broadcom NetXtreme P2100G Marvell FastLinQ QL45611HLCU 

NVMe/RoCE Read 78.82 us 84.19 us (+6.81%) 

NVMe/RoCE Write 34.26 us 44.62 us (+30.24%) 

NVMe/TCP Read 99.84 us 141.50 us (+41.73%) 

NVMe/TCP Write 49.44 us 58.63 us (+18.59%) 
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Conclusion 

In this integration guide, we have shown how to set up Bloombase StoreSafe Intelligent Storage Firewall with Broadcom 

NetXtreme P2100G NIC to deliver on-the-fly encryption over NVMe-oF storage protocols. The end result is a high-bandwidth, low-

latency storage encryption solution that locks down sensitive crown-jewel data on all-flash storage (AFS) using post-quantum 

cryptography (PQC) cipher algorithms. The solution helps organizations mitigate information exfiltration threats for mission-

critical systems and data services. 

As a summary, 

● Broadcom NetXtreme P2100G NIC 

has been integrated with Bloombase StoreSafe Intelligent Storage Firewall to deliver encryption security of NVMe/RoCE and 

NVMe/TCP storage services for Red Hat Enterprise Linux (RHEL) 8.6. 

 

Bloombase Product Client Host and Storage Backend Network 

Bloombase StoreSafe 

Intelligent Storage Firewall 

• Red Hat Enterprise Linux (RHEL) 8.6 

• NVMe/RoCE storage services on Red Hat 

Enterprise Linux (RHEL) 8.6 with Intel 

Solid State Drive DC P3600 Series PCIe 

• Broadcom NetXtreme P2100G NIC 

• Celestica Seastone DX010 32-port 

100GbE ONIE Switch 
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NVMe SSD  

• NVMe/TCP storage services on Red Hat 

Enterprise Linux (RHEL) 8.6 with Intel 

Solid State Drive DC P3600 Series PCIe 

NVMe SSD 

• NVIDIA/Mellanox 100GbE QSFP28 

DAC Cables 
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Disclaimer 

The integration procedures described in this paper were conducted in the Bloombase InteropLab. Bloombase has not tested this 

configuration with all the combinations of hardware and software options available. There may be significant difference in your 

configuration that will change the procedures necessary to accomplish the objectives outlined in this paper. If you find that any 

of these procedures do not work in your environment, please contact us immediately. 
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Appendix A – Bloombase StoreSafe with 

Marvell FastLinQ QL45611HLCU 

Throughput Tests for Data-at-Rest Encryption over 

NVMe/RoCE 

Read Test 

 

Write Test 
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Throughput Tests for Data-at-Rest Encryption over 

NVMe/TCP 

Read Test 

 

Write Test 

 

Latency Tests for Data-at-Rest Encryption over 

NVMe/RoCE 

Read Test 
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Write Test 

 

Latency Tests for Data-at-Rest Encryption over NVMe/TCP 

Read Test 
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Write Test 
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