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Executive Summary

Thales nShield Connect enterprise Hardware Security Module (HSM) is validated by Bloombase InteropLab to run with Bloombase StoreSafe data
at-rest encryption security solution. This document describes the steps carried out to test interoperability of Thales nShield Connect HSM with
Bloombase StoreSafe software appliance on VMware ESXi. Client host systems on Microsoft Windows Server, Red Hat Enterprise Linux (RHEL),
SUSE Linux Enterprise Server (SLES), Oracle Sun Solaris, IBM AIX and HP-UX are tested with Thales powered Bloombase StoreSafe with EMC VNX
unified storage system as backend storage.
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Purpose and Scope

This document describes the steps necessary to integrate Thales nShield Connect Hardware Security Module (HSM) with
Bloombase StoreSafe to secure sensitive enterprise business persistent data managed in storage systems. Specifically, we

cover the following topics:
® Install and configure Bloombase StoreSafe
® Integrate Bloombase StoreSafe with Thales nShield Connect

® Interoperability testing on client host systems including Linux, Windows, IBM AIX, HP-UX and Oracle Sun Solaris
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Assumptions

This document describes interoperability testing of Thales nShield with Bloombase StoreSafe. Therefore, it is assumed that you
are familiar with operation of Thales nShield, storage systems and major operating systems including Linux, Microsoft Windows,
IBM AIX, HP-UX and Oracle Sun Solaris. It is also assumed that you possess basic UNIX administration skills. The examples
provided may require modifications before they are run under your version of operating system.

As Thales nShield is third party hardware option to Bloombase StoreSafe data at-rest encryption security solution, you are
recommended to refer to installation and configuration guides of specific model of Thales nShield for your actual use case. We
assume you have basic knowledge of storage networking and information cryptography. For specific technical product
information of Bloombase StoreSafe, please refer to our website at http://www.bloombase.com or Bloombase SupPortal
http://supportal.bloombase.com.



http://www.bloombase.com/
http://supportal.bloombase.com/
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Infrastructure

Setup

The validation testing environment is setup as in below diagram
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Microsoft Windows Server 2012 SLES 11 on IBM x3650 M4

on Dell PowerEdge R720 IBM AIX 7 on IBM p510

RHEL 6 on HP ProLiant HP-UX 11i on HP
DL380 Gen8 Integrlty rx2620 Solaris 11 on Oracle

NFS, CIFS, iSCSI, FCP, Clear
WebDav, HTTP, REST, etc text

HP|Baseline 2928
switch

NFS, CIFS, iSCSI, FCP,
WebDav, HTTP, REST, etc

\\192.168.10.181\share01
/q 192.168.10.181:/share01

key01

Write and Encrypt

—PKCS#11—

NFS, CIFS, iSCSI, FCP,
WebDav, HTTP, REST, etc .
Bloombase StoreSafe Thales nShield Connect

(192.168.10.181) (192.168.10.100)

\192.168.10.180\share01
192.168.10.180:/share01

A$8YN

—

EMC VNX
(192.168.10.180)

Read and Unencrypt
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Thales Hardware Security Module

‘ PKCS#11 Hardware Security Module | Thales nShield Connect ‘

Bloombase StoreSafe

Bloombase StoreSafe Bloombase StoreSafe Software Appliance v3.4 on Bloombase OS 5 (security hardened Linux OS
kernel version 2.6)

nShield Client Security nCSS vi1.70 Security World Software for Linux 64-bit

World Software Package

FIPS Mode Non-strict FIPS security world

Server VMware Virtual Machine (VM) on VMware ESXi 5.5

Processor 4 x Virtual CPU (vCPU)

Memory 8 GB

Storage System

‘ Storage System | EMC VNX Virtual Appliance on ESXi 5.5

Client Hosts

Model Dell PowerEdge  HP ProlLiant IBM System HP Integrity IBM System p5  Oracle Sun Fire

R720 DL380 Gen8 x3650 M4 rx2620 510 X2100
Operating Microsoft Red Hat SUSE Linux HP-UX 11i IBM AIX 7 Oracle Solaris
System Windows Enterprise Enterprise 11 1

Server 2012 Linux 6
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Configuration Overview

Thales nShield

The following operations can be performed by any user in the nFast group. Administrator access is needed for stopping and
starting the hardserver. First install the Security World Software for Linux 64-bit.

After installation of the Security World Software is complete, the HSM can be configured.

Thales Network Configuration

The Thales nShield Connect is installed with network settings provisioned. In this interoperability test, the Thales nShield
Connect is assigned with IP address 192.168.10.100.

Network configuration

Enter IP address for
interface #1:

198.168. 16.100
Enter netmask:

255.255,255. @
&S
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Thales nShield Remote File System Setup

In this interoperability test effort, Bloombase StoreSafe serves as client of Thales nShield Connect as well as the Remote File
System (RFS) of Thales Security World.

Thales nShield Support Software (nCSS) for Linux is installed at Bloombase OS by switching on maintenance mode and signing
in to the command line interface (CLI) console.

fanonkneti 192.168.10.100

Remote File System (RFS) is configured and set to Bloombase StoreSafe instance.

Remote File System

Enter RFS IP address:
198§.168, 10,181

Enter RFS port number:
9004

Optionally, you may want to permit module config files on the RFS to be modified and then loaded to the module by turning on
the auto push option (from menu 1-1-6-2):

a. Select On.
b. Enter the IP address of the RFS.
c. Select Continue.
Then configure log file storage (from menu 1-1-7) by selecting one of the following options:
¢ Append: stores the files on the module and RFS ~ OR
o Log: stores the files on the module only.
Finally, set the time and date on the module as UTC (from menu 1-1-8) and then reboot the module.

Once the Thales HSM comes up, to verify if basic configuration is all set, execute “enquiry” command at Bloombase command
line interface (CLI) console in maintenance mode.
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Thales nShield Client Enrollment

Once RFS configuration is done, the Thales nShield Connect needs to allow access from Bloombase StoreSafe instance with IP
address 192.168.10.181. This is done using the Connect front panel option for New Client (menu 1-1-4-1)

New client
»Edit client
Remove client

N

»192,168.18.23
197,168.10.181

Once RFS configuration is done, Bloombase software appliance then needs to be registered as the HSM client by nCSS enroll
utility.

Thales RFS synchronization of clients is configured at Bloombase StoreSafe instance. Run this command on the RFS for every
client IP address.

Thales client synchronization of RFS is configured at Bloombase StoreSafe instance. Run this command on each client to
connect to RFS.

If you have multiple HSMs to be used in high-availability mode, create the cknfastrc file in the $NFAST_HOME (typically
/opt/nfast/) directory, with the entry:

CKNFAST LOADSHARING=1

Please note that if using OCS protection, only 1-of-N persistent cardset is supported. You must have an operator card inserted
into every slot from the same 1-of-N card set, at the time of application startup. This setup was tested with this 1-of-N
configuration. However, if you want to use K-of-N OCS cardset, you may be able to use Thales provided 'preload’ utility for
loading keys on a particular slot. Please refer to Thales Connect User guide for details.

Run command

/opt/nfast/bin/ckcheckinst

as the sanity check for if everything is working on the HSM and PKCS#11 layer.
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[root@PbloombaseBZ binl# .- ckcheckinst
PRCS#11 library interface version 2.81
flags @
manuf acturerID "nCipher Corp. Ltd
libraryDescription "nCipher PKCS#11 1.95.1
implementation wversion 1.95

Status Label

Fixed token "accelerator
Operator card "demo-ocs-cardset

1 Generate RSA key pair
2 Generate DSA key pair
3 Encryption/Decryption
4 Signing~Verification

Deleting test keys

PKCS#11 library test successful.

In this interoperability test, Slot 1 has been used for key protection with the HSM as shown in the following entries in Bloombase
StoreSafe

pkcsll-nfast.properties

configuration file:
name=nfast
library=/opt/nfast/toolkits/pkcsll/libcknfast.so
attributes=compatibility

slotListIndex=1

The HSM key protection will typically be an Operator Card Set (OCS) (as shown in the output above), but can alternatively be a
softcard.

HSM PKCS#11 integration uses standard SunPKCS11 provider. This makes selection of slot customer configurable. This can
optionally be reconfigured, by modifying

slotListIndex

entry in Bloombase StoreSafe

pkcsll-nfast.properties
property file.

Please refer to “nShield Connect User Guide” for detailed setup and configurations.
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Thales Security World

Setup

Thales Security World is then initialized and set up.

3-2-1
sNew Security World
Loaf Security World
Er Security World

Please refer to “nShield Connect User Guide” for detailed setup and available configuration options.

© 2015 Bloombase, Inc.

Note: the previous operations can be performed by any user in the nFast group; however, administrator access is needed for
stopping and starting the hardserver.

EMC VNX Storage

EMC VNX virtual appliance is used in this interoperability test which is able to provide storage services over network storage

protocols including NFS, CIFS,

iSCSI, etc.

(71 192.168.100.102 - vSphere Client
File Edit View Inventory Administration Plug-ins Help

@ £y Home b g Inventory b [l Inventory

nr e
B [ 192.168.100.102
B & DEMD
[y DEMO AWS Stor.
() DEMO Bloombas
DEMO EMC WVNX
DEMO RHEL ({10

)
i
{3 DEMO Bloombas
@

DEMO Win Serve
{3 DEMO Win7 nh
{3 DEMO Windows:
@& OTHER

&7 Tasks

@ B = & 6

opyrighted and licensed pursuant to the GNU General Public License
("GPL"), a copy of which can be found in the accompanying
ocumentation. Please read the GPL carefully, because by using the
Linux operating system on the EMC Celerra you agree to the terms

nd conditions listed therein.

EXCEPT FOR ANY WARRANTIES WHICH MAY BE PROVIDED UNDER THE TERMS AND
ONDITIONS OF THE APPLICABLE WRITTEN AGREEMENTS BETWEEN YOU AND EMC,
HE SOFTWARE FROGRAMS ARE PROVIDED AND LICENSED "AS I1S" WITHOUT
ARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
OT LIMITED TO, THE IMPLIED MERCHANTABILITY AND FITNESS FOR A

IPARTICULAR PURPOSE. In no event will EMC Corporation be liable to

ou or any other person or entity for (a) incidental, indirect,
ispecial, exemplary or consequential damages or (b) any damages
hatsoever resulting from the loss of use, data or profits,
rising out of or in conmection with the agreements between you
nd EMC, the GPL, or your use of this software, even if advised
of the possibility of such damages.

EMC and Celerra are registered trademarks or trademarks of
[EMC Corporation in the United States and-sor other countries. All
other trademarks used herein are the property of their respective

EMC Celerra Control Station Linux release 3.8 (NAS 6.8.36)
emovnx login: _

=10/ x|




Bloomb Interoperability Prog P16 © 2015 Bloombase, Inc.

EMC VNX is a unified storage system supporting multiple network storage protocols including NFS, CIFS, HTTP, FCP, FCoE, iSCSI,
etc.

2 EMC Unisphere
EMC Unisphere was started in a
® separate window. This window may be

B o = & closed.
where information lives _
= . Stanra new EMC Unisphere
EMC: session

‘where information lives®

V1.0.0

EMC Unisphere

System 192.168.10.190
Name [nasadmin
Password [
[] Use LDAP
Scope |Global v[

| * Warning: Authorized users only.

o

® 2010 EMC Corporation. All Rights Reserved

CIFS and NFS storage resources are provisioned on EMC VNX to be used in this testing.

EMC Unisphere @ 13 @
< 1] 5 ‘__t Sharing ;ﬂ» Replicas E Monitoring Settings s\ Support

demovnx > Storage > File S

File Systems -~ | File Systems | Mounts = Tree Quotas = User Quotas | Group Quotas

Create File System File Systems PEEG

. v
View Usage Static. . | | Show File Systems for| All Data Movers

Wiew I/O Statistics Name a Fmrage(an_‘stnrageus_ |Da|z| Movers |-. Replications
LCreate Mount

Create Tree Quota share(1 4.000 GB server 2(R/W)

Create User Quota filesys1 2.000 GB server 2(R/W
Create Group Qu...
server 2(R/SW)

Manage Quota Se...
File System Wizard oracle_backend 6.000 GB server 2(RSW)

iscsil 6.000 GB

R[N

Data Migration »

Create Migration
Create Migration ...
Create Mount

Virtual Tape -

Create Virtual Ta...
Create WVTLU Stor...
Import WTLU Stor...

Storage Pools -
< it ¥
Create Storage P... "

N N 0 Selected E Properties Extend Copy Delets 4 Filtered: 4 of 4
View Usage Statis...

Disk Provisicning ... Last Refreshed: 2014-02-12 03:13:59
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Bloombase StoreSafe

Bloombase StoreSafe delivers unified data at-rest encryption security of files, block devices, objects, sequential storages, etc. In
this interoperability test, file-based encryption security service is validated against Bloombase StoreSafe with keys managed at
Thales nShield Connect HSM.

(7] 192168100102 - vSphere Client -0 ﬁ
File Edit View Inventory Administration Plug-ins Help

@ _a Home DEEI Inventory D@ Inventory
| @@ @G E S Sk

= [ 192.168.100.102 DEMO Bloombase StoreSafe nShield
= & DEMO
(G DEMO AWS Storage Gatew
iy DEMO Bloombase StoreSa
{53 DEMO EMC VNX (10,190, 1
{5 DEMO RHEL (100.195, 38.1
(7 [DEMO ELLULEEEUEE Spitfire0S release 5.8 (Final)
(T3 DEMO Win Server nShield RKernel 3.108.33-1.ssfc on an xB86_64
{3 DEMO Win7 nShield
ﬁ DEMO Windows? (100,187, ss nshield login:
@& OTHER -

|| ]

& Tasks

Bloombase StoreSafe software appliance is deployed as a virtual appliance (VA) on VMware ESXi.
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& Main 4= logout <& Suppoi M About 7 Help
E Bloombase StoreSafe Security Server

Greeting

Find Key Wrapper
Host Name: bloombase01

User: admin

Datetime: 2014-02-13 Find Key Wrapper
12:27:53 +0800

Name Active v CA v
Menu Bar A Less Options
System v Email
Operation v Subject DN Issuer DN
# ps

Network Security v . -
Tetwvork Security Serial Number Issuer Serial Number

igh Availability v . .
High Availability Effective Date From yel Effective Date To yel
Administration W

e Expiry Date From p Expiry Date To ’O

Key Management ~ . 5

= Retention Date From p Retention Date To p
Bloombase KeyCastle
Hardware Security Module Find Reset Add
Find Key Wrapper
Create Key Wrapper 1-10f1
Storage L - Subject Issuer Effective Expiry Last Update

E| Name Key Source Type Active Status CA DN DN Datetime Datetime Datetime
2014-02-13 a 4
Language . Hardware valid e e e 2024-02-10 2014-02-13
gaan 1 kev0l ooiirity Module = [ ch=keyo1 Ch=key01 i%'sclnadus 10:08:06 +0800 10:08:26 +0800

English ¥
1-1of 1

Copyright @ 2014
Bloombase

Thales nShield and Bloombase KeyCastle Integration

To enable the built-in Bloombase KeyCastle to utilize keys in the network attached Thales nShield Connect HSM. The hardware
security module configuration at Bloombase web management console has to be set up.

Bloombase supports Thales nShield out of the box. When a Thales nShield is configured at Bloombase web management
console, select Module as ‘nfast’ which allows embedded Bloombase KeyCastle module to utilize Thales nFast driver to access
Thales nShield Connect HSM over standard PKCS#11 protocol.

In this scenario, the Thales nShield Connect HSM is assigned a token label namely ‘nShield’. Again, the use of slot is customer
configurable. This can optionally be reconfigured, by modifying

slotListIndex
entry in Bloombase StoreSafe
pkcsll-nfast.properties
property file.

When prompted for pins, plug in nShield OCS card at nShield Connect HSM and enter nShield OCS card pin.
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Modify Hardware Security Module

Modify Hardware Security Module

Module nfast v
Label nShield
Pin ssssee

Confirm Pin = eesess

Submit Refresh Delete Cancel

When Thales nShield HSM resource is properly provisioned at Bloombase StoreSafe, the status would show up as ‘Active’
List Hardware Security Module

List Hardware Security Module

#] Label Present Slot Token Module Manufacturer

Model Serial Number Version Status
1 nShield 1 nfast Thales

544 4F14-106E-6B49  2.50.16/

Add

Encryption Key Provisioning

Generate encryption key with name ‘keyo1’ in bundled Bloombase KeyCastle key life-cycle management tool
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Modify Key Wrapper
Key Upload Key Modify Key S
Wrapper Gontonts Soniee CRLDP ocsp Permissions

Modify Key Wrapper

Name key01
Type Asymmetric
Active L4
Exportable

Key Bit Length 2048 v
Signature Hash SHA256 ¥

Digital Signature
Non Repudiation
Key Encipherment

Data Encipherment

Key Usage Key Agreement
Key Cert Sign
J CRL Sign
Encipher Only
Decipher Only
Extended Key Usage Add Remove
Owner admin

Last Update Datetime

Generate

Submit Close

To generate key in attached Thales nShield Connect HSM, select Key Source Type as “Hardware Security Module”, Module as

“nfast” and the assigned HSM token label, in this case “nShield”. Ensure you import a key from the HSM before you submit the
key wrapper.

When prompted for pin, plug in nShield OCS card at nShield Connect HSM and enter nShield OCS card pin.



Bloombase Interoperability Program

P21

Modify Key Source

Key Wrapper Modify Key Source Permissions

Modify Key Source

Type Hardware Security Module ¥

Hardware Security Module

Module
Token
Alias
Pin

Confirm Pin

nfast v
nShield v

key01

Refresh

Submit

Or if key already exists, simply choose from the pull down box.

Import

Close

© 2015 Bloombase, Inc.
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Modify Key Source

Key Wrapper Modify Key Source Permissions

Modify Key Source

Type Hardware Security Module v

Hardware Security Module
Module nfast v
Token nShield v

Key key01 v

Refresh Add Key

Submit Close

Backend Physical Storage Configuration

Physical storage namely ‘shareo1’ is configured to be secured by Bloombase StoreSafe using encryption.
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Modify Storage Configuration
Physical Storage Permissions

Physical Storage Configuration

Name share01
Description
z
Physical Storage Type Remote v
Type Common Internet File System (CIFS) ¥
Host 192.168.10.180
Share Name share01
Read Size
Write Size
Synchronous

Mount Hard

User Administrator
Password

Options

Owner admin

Last Update Datetime 2014-02-13 10:07:40 +0800

Submit Delete Close

Secure Storage Configuration

Virtual storage namely ‘shareo1’ of type ‘File’ is created to virtualize physical storage ‘shareo1’ for application transparent
encryption protection over network file protocols including CIFS and NFS.
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Modify Virtual Storage

Virtual Storage Protection Access Control Permissions

Modify Virtual Storage

Name share01
Status
Description
&
Active "
Mode File
Owner admin

Last Update Datetime 2014-02-13 10:09:11 +0800

Settings

Offline Setting Disabled v

Physical Storage

Storage share01 2]

Description

Physical Storage Type Remote

Submit Delete Close

Protection type is specified as ‘Privacy’ and secure the backend EMC VNX storage using AES 256-bit encryption and encryption
key ‘keyo1’ managed at Thales nShield Connect.
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Modify Virtual Storage Handler

Virtual Storage Protection Access Control

Virtual Storage Protection

Protection Type Privacy v

Encryption Keys

Permissions

£] Key Name Last Update Datetime
1 ) key0D1 2014-02-13 10:09:11 +0800
Add Remove
Cryptographic Cipher
Cipher Algorithm AES v
Bit Length 256 v
Submit Close

© 2015 Bloombase, Inc.

CIFS storage protocol relies mainly on user-password authentication for access control. In this test, the Bloombase StoreSafe
secure storage resource ‘shareo1’ is provisioned for user ‘usero1’ with Microsoft Active Directory integration for user-password

authentication and single sign-on.

Modify Virtual Storage Access Control

Virtual Storage Protection Access Control Permissions
User Access Control
Default LJRead | Write
User Repository Microsoft Active Directory (MSAD) v
£] User Access Control List Last Update Datetime
1 user01 v ¥ Read ¥ Write

Add Remove

v More Options

Submit Close

2014-02-13 10:09:11 +0800
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Conclusion

Hardware security module

® Thales nShield Connect

passed all Bloombase interopLab's interoperability tests with Bloombase StoreSafe

© 2015 Bloombase, Inc.

Bloombase Product

Operating System

Hardware Security Module

Bloombase StoreSafe

Microsoft Windows Server

Red Hat Enterprise Linux (RHEL)
SUSE Linux Enterprise Server (SLES)
Oracle Solaris

IBM AIX

HP-UX

Thales nShield Connect

Thales nShield Connect

Thales nShield Connect

Thales nShield Connect

Thales nShield Connect

Thales nShield Connect
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Disclaimer

The tests described in this paper were conducted in the Bloombase InteropLab. Bloombase has not tested this configuration
with all the combinations of hardware and software options available. There may be significant differences in your configuration
that will change the procedures necessary to accomplish the objectives outlined in this paper. If you find that any of these
procedures do not work in your environment, please contact us immediately.
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