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Encryption of Oracle Databases by
Bloombase StoreSafe on NEC
Express5800/ft Series Fault-Tolerant

Server Application Notes

A Quick Guide to Deploy Bloombase StoreSafe on an NEC
Express5800/ft Series Fault-Tolerant Server for encryption of
Oracle Database

Executive Summary

Bloombase StoreSafe storage security server protects privacy of sensitive enterprise data by transparent encryption and
decryption. This paper summarizes quick notes to setup of Bloombase StoreSafe in High Availability environment on NEC
Express5800/ft series fault-tolerant server to achieve transparent Oracle encryption meeting various information security
regulatory compliance standards without sacrificing performance.
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Introduction

Digital assets including financial reports, legal documents, private human resources information, confidential contracts and
sensitive user data are invaluable properties of a corporation. A business cannot risk losing these information, both
confidentiality and non-repudiation. Nevertheless, the Internet has becoming more pervasive, security attacks have grown.
News and reports have revealed millions of dollars of loss in various enterprises and organizations due to security
breaches.

Data protection at the persistence layer used to be an uncommon subject in information technology industry. Persistence
data, in the old days, are assumed safely kept and stored in highly secure data centers with effective physical access
control and close surveillance. However, trends in the industry in backup, archive and high availability with an aim to
safeguard data from the worst attack and be responsive to rescues, keeping the enterprise core system running non-stop,
have opened up chances confidential data get disclosed and tampered by unauthorized parties.

Numerous security compliance and standards including Sarbanes Oxley, Gramm-Leach-Bliley Act and Personal Data Privacy
Ordinance have raised enterprises’ awareness of securing their core business and customer data. However, persistence
data protection is technically a difficult subject. One has to prepare for additional system complexity, loss of performance,
at the same time, maintaining the same level of stability and scalability, and most important of all, be highly secure, hacker-
proof rather than exposing more security loopholes.

Core business data of an enterprise constitutes a major segment of assets that a corporation possesses. Customer data,
marketing strategies, intellectual properties in form of source codes and business logic, sales history and prediction
figures, and other decision support numerical analysis as result of data-mining may often bury forward looking intelligence
that in some sense have very high future value when put into good use.

This application note discusses the application of Bloombase Spitfire StoreSafe storage security server to protect the most
popular enterprise database server in the world, Oracle, where sensitive business information from ERP, knowledge base to
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contents, etc are stored, achieving transparent deployment and performance encryption without tedious schema alteration
or application change.



Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P7 © 2008 Bloombase, Inc.

Purpose and Scope

Securing Oracle data files is not an easy task as data files are dynamic, they keep updated at all times which means static
way of data encryption offered by encryption utilities are not going to fit the bill. Sensitive data committed to Oracle data
files will also be written to database redo logs, archive logs and

flash recovery logs. Thus, to secure the system as a whole, all data files, redo, archive and flash recovery logs have to be
encrypted as well. Bloombase Spitfire StoreSafe storage security server provides a single solution to various information
security problems that place huge threats to sensitive data stored in Oracle databases.

This document describes application of Bloombase Spitfire StoreSafe storage security server on Oracle databases installed

on Microsoft Windows and Red Hat Enterprise Linux platforms to secure sensitive database information at rest transparently
without tedious second development efforts and numerous deployment risks and enables customers to protect their private
business information and immediately achieve various information security regulatory compliances and standards.

Bloombase Spitfire StoreSafe also offers option for High Availability scenario in Microsoft Windows and Red Hat Enterprise
Linux operating system with the utilization of NEC Express5800/ft series fault-tolerant server.
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Infrastructure

Software

Oracle Database Oracle Databaser Server 8.1.7
Bloombase Spitfire StoreSafe Bloombase StoreSafe storage security server 3.0
Server

Oracle Database Server

Server NEC Express5800/320Fd
Processors Quad-core 3.0GHz

Operating System Microsoft Windows Server 2003 RC2 Enterprise Edition

© 2008 Bloombase, Inc.
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Bloombase Spitfire StoreSafe Server

Server NEC Express5800/320Fc
Processors Quad-Core 2.66Hz
Operating System Microsoft Windows Server 2003 RC2 Enterprise Edition / Red Hat Enterprise

Linux 4
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Configuration Overview

Plain

Ciphertext at physical location Spitfire StoreSafe PIalntrenx;uar:t\él(;tlth? IDs.'iorage
E:\ENCRYPTED (192.168.10.20) '

=1

Oracle server Oracle server
(192.168.10.30) (192.168.10.30)

To demonstrate the full interoperability of Spitfire StoreSafe on NEC Express5800/ft series fault-tolerant server, we will
perform the testing in 4 different scenario :

1. Encryption of Oracle data files on Microsoft Windows 2003 by Spitfire StoreSafe 3.0 on Microsoft Windows 2003, virtual
storage connected by CIFS

2. Encryption of Oracle data files on Microsoft Windows 2003 by Spitfire StoreSafe 3.0 on Microsoft Windows 2003, virtual
storage connected by NFS
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3. Encryption of Oracle data files on Microsoft Windows 2003 by Spitfire StoreSafe 3.0 on Red Hat Enterprise Linux 4,
virtual storage connected by CIFS

4. Encryption of Oracle data files on Microsoft Windows 2003 by Spitfire StoreSafe 3.0 on Red Hat Enterprise Linux 4,
virtual storage connected by NFS

Before we start, assume the Oracle server is installed in the NEC Express5800/ft series fault-tolerant server with IP

192.168.10.30

and hostname

FTDEMO

Spitfire StoreSafe is installed in another NEC Expresss5800/ft series server with IP

192.168.10.20

and hostname

FC_DEMO

An Oracle instance is created and named

DBO1

data files are stored at the local drive :

D:\ORACLE\ORADATA

What we aim to achieve is to have all the Oracle data files to get secured by Spitfire StoreSafe

In the testing regarding NFS connection, to connect Spitfire StoreSafe virtual storage by NFS in Microsoft Windows platform,
Windows Services for UNIX needs to be installed. In this testing, we install Windows Services for UNIX 3.5
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Encryption of Oracle data files by Spitfire StoreSafe on
Microsoft Windows 2003, virtual storage connected by
CIFS

Preparation for the Oracle server

To start with, shutdown Oracle Instance first.

To backup the original oracle data files, copy

D:\ORACLE

to another drive eg

C:\TEMP

To create a location for encrypted files eg

E:\ENCRYPTED

, change the drive letter for the partition

D:
to another drive
E:
Create a windows user eg
ssuser

for user connection from Spitfire StoreSafe server.
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% E: encrypted

File Edit Mew Favorites Tools Help

QJBack = ) - g | ) search |I'|f Faolders | D L | -
Address IQ E:lencrypted
Falders x

@' Deskkop
= D My Documents
[E] S0L Server Managementk Stug
£ isual studio 2005
= :J My Computer
e Local Disk ()
=] e Local Disk (E:)
(= encrypted

Mame =~ |

Share the encrypted file location to the windows user and grant with appropriate access permission.

encrypted Properties ﬂ E |
. . . Permissions for encrypted
General Sharing | Security I Customize I L ERE]
X . Share Permissions |
= “r'ou can share this falder with othe
network. To enable sharing for th G .
falder, aroup or user hames:
. FTDEMO®:
= Da nat share this folder 0 ssuser SEVEE

—{% Share this folder

Share name: IEHCT}'DtEd
LComment: I

User limit: &+ Mawimum allowed

Add... | Remove |
 Allow this number of L

Permizsions for ssuser Allows Deny
To et permizzions for ugers who access t Full Cortral O
falder aver the network, click Permissions Change O
To configure zettings for offline access, cl Read a
Caching.

ok I Cancel Apply
Ok C
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| encrypted Properties L
Generall Sharing  Security |Eustomize|

Group or uzer names:
!ﬁ Administrators (FTDEMO%Administrators)
€7 CREATOR OWNER
ﬁ zsuzer [FTDEMO4zsuzer]
€7 SYSTEM
€7 Users FTDEMON sers)

Add... | Remove |

|

For special permissions o for advanced settings, Advanced |
click Advanced. —

Permizsions for ssuser Al Deny

Full Control

M adify

Fead & Execute
Lizt Folder Contents
Read

IEEEEE
loooooo

ak. I Cancel | Apply |

Create Spitfire StoreSafe virtual storage for encryption
Create an encryption key

Find Key Wrapper

Find Key Wrapper

MName

Subject DN

Active

Izsuer DN
Serial Number Issuer Serial Nu

Effective Date From Effective Date T

Expiry Date From Expiry Date To

E‘ %l O

Key Subject | Issuer
Name Source |Active CA
DN DN |
Type
keyl Local El Ch=key1|CN=key1 |’

Create a storage configuration to the encrypted files physical location



Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P15 © 2008 Bloombase, Inc.

Modify Storage Configuration

Storage Configuration

Modify Storage Configuration

Mame |encry|:rted5t0rage

Description

Physical Storage Type  Remote

Options |user=55user,password=123455 |

Device [\\192.168.10.30\encrypted |

Last Update Datetime




Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P16 © 2008 Bloombase, Inc.

Create a storage user

ssuser

who has the same name as the windows user

{Z Bloombase Spitfire StoreSafe Security Server - Web Ma... |

Modify Storage User

Modify User

User Id ssuser
Password eneEw
Confirm Password ooy

Last Update Datetime

=St ~vetere | Close

Create a virtual storage for the above storage configuration

(_ Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows |..

Modify Virtual Storage |

Virtual Storage Virtual Storage Handler Storage Access Control

Modify Virtual Storage

Name protected

Description l:‘
Active ™

Mode File

Lazt Update Datetime

Physical Storage

Storage encryptedstorage }3‘(_737
Description

Phys=ical Storage Type  Remote

~Submit— | oeete | cioee

K
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Choose the defined encryption key and the appropriate cryptographic cipher

{= Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows I... |Z||§|

Modify Virtual Storage Handler

Virtual Storage Security Handling

Security Scheme |F’ri\.racyr vl

Encryption Keys

Virtual Storage Virtual Storage Handler Storage Access Control

Key Name

Last Update Datetime

r eyl

Cryptographic Cipher

Cipher Algorithm AES b

Bit Length

Rem ouve

[ Refrech Jf Cloce |

© 2008 Bloombase, Inc.

Grant the user access to the defined storage user so that Oracle instance can connect to the Spitfire StoreSafe virtual

storage

(’_ Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows |.

Host Access Control

n ‘ Host ‘ Access Control List

‘ Last Update Datetime

Subnet Access Control

o]

Subnet ‘ Access Control List

Last Update Datetime

User Access Control

Default I Read T write

Frar

User Repository | Local

User Access Control List

Last Update Datetime

r ¥ read W write

o

(K1
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On the Spitfre StoreSafe server machine, change Bloombase Spitfire StoreSafe service to log on as the defined windows

user

Security Server

Start the service

Description:

Server

EBloombase Spitfire StoreSafe Security

Services (Local)

Bloombase Spitfire StoreSafe hame / Descripkion | Status | Startup Type | Log On As |

Alert Manager ALIVE(S) Service Manual Local Syskem
%Alert Manager Main Service Started Automatic Local Syskem
%Alert Manager Socket(s) Service Manual Local Syskem
%Alerter Motifies sel... Disabled Local Service
%Application Expetience Lookup Service Processes ... Started Aukornatic Local Syskerm
%Application Layer Gateway Service Provides s... Manual Local Service
%Application Management Processes .. Manual Lacal System
%Automatic Updates Enables th...  Started Autarnatic Lacal System
%Background Intelligent Transfer Service Transfers ... Manual Lacal System

er

oombase Spitfire Sk ] ver  Bloombase ... Aukomatic

Bloombase Spitfire StoreSafe Security Server Properties (Local... J& B3

General  LogOn | Hecoveryl Dependenciesl
Log on as:

€ Local System account
I Al service to interact with desktop

I.\ssuser Browse |

Pazzword: Ioooonooooooonoo

LConfirm password: I"“' sessenEe

You can enable or digable this service for the hardware profiles listed below:

Hardware Profile | Service |
Prafile 1 Enabled
Enstle | Dissble |

,TI Cancel | Lpply |

Back to the Oracle server machine, also change the Oracle instance service and Oracle TNS listener to log on as the windows

user

File Acktion Miew Help

- W EFRR2E| > s =
@ Services (Local) Mame / | Descripkion | Status | Starbup Type | Log On As |

OracleOraHomeg 1 THSLiskener Automatic \ssuser

%Performance Logs and Alerts Collects pe...  Started Autom. Metwork. 5.,
%Plug and Play Enables ac... Started Automatic Local System
%Portable Media Serial Mumber ... Retrievest.., Manual Local Syskern

%Print Spoaler Manages al... Started Automatic Local System



Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P19

© 2008 Bloombase, Inc.

After completed the virtual storage configuration and restarted Spitfire StoreSafe server, connect to the Spitfire StoreSafe

virtual storage protected

B E: encrypted _ O] x|
File Edit Wew Favorites Tools Help | |’,’
QBack - &) - (T | - search ‘Fl" Folders ‘ & X g | -
Address [ empvrmm—mr——" =l B
E Date Modif
Falilars ‘Windows can help you connect to a shared network Folder J acTo Tk
@ Deskkol and assign & drive letter ko the connection so that you can
= D My \.-g access the Folder using My Computer.
= ot ] Specify the drive letter for the connection and the Folder
= that you want to connect to;
8 :J My Drive: o -
-
o = Folder: [I1192.168.10.20protected = Browse. ..
Example: iserverishare
v |
Reconnect at logon
Na Connect using a different user name.,
3’ Connect As... E
By default, you will connect ta the network Folder as
FTDEMCiAdministrator, To connect as another user, enter
their user name and password below.
—— Uset name!  ssuser - J Browse. ., |
Password: sessns]
T — o | caneel | | i
0 objects (Disk free space: 1,98 ¢, Computer i

Migrate Oracle data files

Encrypt the Oracle data files by copying the file from

C:\TEMP

to

Startup Oracle instance service and listener. With the Oracle data files location unchanged and connected as

D:\ORACLE

, the Oracle instance can be started up successfully.

Automatic failover testing

To test the failover functionality of NEC Expess FT server, the power cable of the Spitfire StoreSafe server is unplugged to
simulate a server down situation. While 10000 records are being encrypted by Spitfire StoreSafe server and inserted into the
database, the server down and automatic failover provided by NEC Express5800/ft series fault-tolerant server has made the

outage negligible throughout the data encryption process.
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Encryption of Oracle data files by Spitfire StoreSafe on
Microsoft Windows 2003, virtual storage connected by

NFS

Configuration of Microsoft Windows Services for UNIX

Create mapping between the users in Microsoft Windows platform and UNIX platform. Since Microsoft Windows does not
use uid / gid like UNIX does, we will map the windows users to the immediate uid of -2 and gid of -2 which are the

unmapped id in UNIX.

'.'-i, Microsoft Windows Services for UNIX

% File Action ‘iew Window Help
& = @@

M=}
| =18

' Microsoft Windows Services For UNIX
5 Server for NFS
= Client For NFS
= Telnet Server
) User Name Mapping

User Name Mapping on local computer

guration

Windows domain name:

WFTDEMO R

List Windows Users I

Reload | Applhy |

List UMES Users I

Windows users: UNIX users:
Windows Users I AI Unix Users I uin [ AI
Administrator Sunmapped> -2 — |
ASPHET adm 3
Guest apache ag
|USR_320-FB bin 1
| WAM_3Z20-FE canna 29
SEUSEr daemon 2
- 3 - dbus 81 |
Windows user name: UNIX user name:
[ssuser <unmapped:
To create a map, enter user names you want to map, and click Add. Add

the primary. To set a map to be the primary map, select the map and click Set Primary.

Mapped users:

[UNI% Domain [UNIX User  [Uid [Prim .. |
PLNFS Sunmapped> -2 *

Remove
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'Hi Microsoft Windows Services for UNIX

“B) Fle Action View Window Help |E
e = | mm 2
(] Microsoft Windows Services For UNIX
£ Server for NFS )
=] Client for NFS User Name Mapping on local computer Reload | Apply
= Telnet Server T Maps
=3 User Name Mapping
Windows domain name:
WTDEMO |
List Windows Groups I List UNE< Groups
Windows groups: UNIX groups:
Windows Groups | AI Unix Groups ] G0 [ AI
Guests Lunmapped: = ||
HelpServicesGroup adm T
HIS_WPG apache 48
Hefwork bin 1
canna EL]
] daemon 2
Performance Monitor Users LI dba 501 :I
Windows group name: UNIX group narne:
|0RA_DEIA [<unmapped>
To create a map, enter group names you want to map, and click add. Add
Advanced maps are listed below, To display simple maps in the Mapped users list, select the check box
below. If multiple Windows group names are mapped to one UNIX group name, you must select one map to
be the primary. To set a map to be the primary map, select the map and click Set Primary.
Mapped groups:
Set Primarny.
Remove

Preparation for the Oracle server

To start with, shutdown Oracle Instance first.

To backup the original oracle data files, copy

D:\ORACLE

to another drive eg

C:\TEMP

To create a location for encrypted files eg

E:\ENCRYPTED

, change the drive letter for the partition
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to another drive

Create a windows user eg

ssuser

for user connection from Spitfire StoreSafe server.

|3 ncrypted

File Edit \Wiew Favorites Tools Help

Qback - & - | - search |E‘“_‘ Folders | & 3 X ) | -
Address Iﬁ E:\encrypked

Folders x

@ Desktop
= D My Documents
[E] S0L Server Managernent Stug
=) Wisual Studio 2005
= :J My Computer
g Local Disk (C:)
[=] % Local Disk (E:)
= encrypted

Mame = I

Share the encrypted file location to the windows user and grant with appropriate access permission

encrypted Properties ﬂﬂ |
- Permissions for encrypted
General  Sharing ISEcuril_uI Eustnmizel B 2 1]

Share Pemissions |
= “fou can share this folder with othe

network. To enable sharing for th G
folder. Group or user names:

= Do hot share this folder £ ssuser (FTDEMDssuser)
—{% Share this folder

Share name: IBV’TC'}'DIEd
LComment: I

Uszer lirmit: * Mavimum allowed Add. FRemove |

1~ Allows this number of L

Permizsions for zeuser Allaw Deny
To set permissions for users who access b Fuall Control a
folder over the network, click Permissions
Change O

To configure settings for offline access, ol Read a
Caching,

,TI Cancel Apply
0K C

© 2008 Bloombase, Inc.
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encrypted Properties

Genalall Gharing  Security ICustom\zaI

QIDUD Or USer names:

ﬁ Administrators [FTDEMD Sadministrators)
€7 CREATOR OwNER

ﬁ sauser [FTDEMONzauser]

€5 5vSTEM

€7 Users (FTDEMO\Users]

Permissions for ssuser

Full Control

Modify

Read & Exscute
List Folder Contents
Read

Far special permissions ar for advanced settings,
click Advanced

’TI Cancel | Apply |
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Create Spitfire StoreSafe virtual storage for encryption

Create an encryption key

Find Key Wrapper

Find Key Wrapper

MName

CA

Subject DN

Serial Number

Effective Date From

Expiry Date From

Active

]
7

Issuer Serial Nu
Effective Date T

Expiry Date To

B

Key -
Name Source |Active CA GUDILCL [ ba
DN DN |
Type
keyl Local O CN=keyl|CN=keyl '

Create a storage configuration to the encrypted files physical location

Modify Storage Configuration

Storage Configuration

Modify Storage Configuration

Name

Description

Physical Starage Type
Type

Options

Device

Last Update Datetime

|Enc:ryptedst0rage

Remote

|user=ssuser,password=123456

[\\192.168.10.30%encrypted

© 2008 Bloombase, Inc.
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Create a virtual storage for the above storage configuration

(_ Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows I.

Modify Virtual Storage

Virtual Storage Virtual Storage Handler

Storage Access Control

Modify Virtual Storage

Name protected
Description

Active I~

Mode File

Last Update Datetime

Physical Storage

Storage encryptedstorage ,O‘(?g
Description

Physical Storage Type  Remote

L10]

[“Submit il Detete | Close |

Choose the defined encryption key and the appropriate cryptographic cipher

{Z Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows ..

Modify Virtual Storage Handler

Virtual Storage Virtual Storage Handler

Storage Access Control

Virtual Storage Security Handling

Encryption Keys

Key Name

Last Update Datetime

- eyl

Cryptographic Cipher

Cipher Algorithm AES w

Bit Length

[Aad Jfwemove |

© 2008 Bloombase, Inc.
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For the storage access control, specify the default user identifier and group identifier to the unmapped id -2 which is used
for the mapping between the windows users identifier and the unix user identifiers.

Grant the host access to the Oracle server so that Oracle instance can connect to the Spitfire StoreSafe virtual storage

Cf' Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows Inter... El@l@l

Modify Storage Access Control

Virtual Storage Virtual Storage Handler orage Acces 0 0

File System Object Attributes

Default User Identifier -2
Default Group Identifier -2

Default Mode
Host Access Control

‘El Host Access Control List Last Update Datetime

r 182.168.10.30 W read W write

Subnet Access Control

El Subnet Access Control List Last Update Datetime

User Access Control

Default W read W writs
User Repository ‘Lcca\ v
‘El User Access Control List Last Update Datetime

- -

On the Spitfre StoreSafe server machine, change Bloombase Spitfire StoreSafe service to log on as the defined windows
user

Services (Local)

Bloombase Spitfire StoreSafe Mame / Descripkion I Status I Startup Type I Log &n As I
Security Server Alert Manager ALIVE(S) Service Manual Local System
Alert Manager Main Service Started Automatic Local Syskem
Start the service %Alert Manager Socket(S) Service Manual Local System
%Alerter Matifies sel... Disabled Local Service
Description: %Application Experience Lookup Service Processes ... Started Aukamatic Local System
ELD;n;LJase Spitfire StoreSafe Security %Application Laver Gateway Service Provides s... Manual Local Service
%Application Management Processes i... Manual Local System
Automatic Updates Enables th... Started Automatic Local System

%Background Inteligent Transfer Service Transfers
mb. F

Manual Local System
Aukamatic er

Eloornl =)
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Bloombase Spitfire Storesafe Security Server Properties {Local...

General LogOn |F|eco\rery Dependencies

Log on as:

' Local System account
I™ &llow service to interact with deskiop

I. h3sUSEr Browse. . |

Pazsward: I...............

Qonfi[m password: I...............

YYou can enable or disable this service for the hardware profiles listed below:

Hardware Profile | Service |
Prafile 1 Enabled
Enchie | Disable |

,TI Carcel | Apply |

Back to the Oracle server machine, also change the Oracle instance service and Oracle TNS listener to log on as the windows

user

Services

File  Action Wiew Help

¢~ | W EFRER @@ = 1w

% Services (Local) Mame /4 | Descripkion | Stakus | Startup Tvpe | Log On As |
OracleQraHomes1 TMSListener Aukomatic Nssuser
JBO1 Autamatic 5 47
%Perfnrmance Logs and Alerts Collects pe.,.  Started Aukomatic Metwark 3.,
%F‘Iug and Play Enables ac... Started Aukomakic Local Syskem
%Portable Media Serial Numnber ... Retrieves ... Manual Local System
%Print Spooler Manages al... Starked Aukomakic Local Syskem

After completed the virtual storage configuration and restarted Spitfire StoreSafe server, connect to the Spitfire StoreSafe
virtual storage protected

$ mount 192.168.10.20:/protected D:

One of the benefits of NFS connection is the hard mount options, which will keep the re-establishing the lost connection

infinitely.
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“192.168.18.28protected

e=32768. wsize=-32768
mount=hard. timeout=0.8
retry=1, locking=no
fileacce: 7?7, lang=ANSI
casesens

Migrate Oracle data files

Encrypt the Oracle data files by copying the file from

C:\TEMP

to

Startup Oracle instance service and listener. With the Oracle data files location unchanged and connected as

D:\ORACLE

, the Oracle instance can be started up successfully.

Automatic failover testing

To test the failover functionality of NEC Expess FT server, the power cable of the Spitfire StoreSafe server is unplugged to
simulate a server down situation. While 10000 records are being encrypted by Spitfire StoreSafe server and inserted into the

database, the server down and automatic failover provided by NEC Express5800/ft series server has made the outage
negligible throughout the data encryption process.
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Encryption of Oracle data files by Spitfire StoreSafe on
Red Hat Enterprise Linux 4, virtual storage connected
by CIFS

Preparation for the Oracle server

To start with, shutdown Oracle Instance first.

To backup the original oracle data files, copy

D:\ORACLE

to another drive eg

C:\TEMP

To create a location for encrypted files eg

E:\ENCRYPTED

, change the drive letter for the partition

D:
to another drive
E:
Create a windows user eg
ssuser

for user connection from Spitfire StoreSafe server.
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% E: encrypted

File Edit  ‘Wiew

Fawvorites

Tools  Help

QBack = o T?' | ,'--'-:Sear-:h ||t" Folders | 5 & X g | (-

Address |E| E:encrypted

Folders

X Mame =

@' Desktop
El D My Documents

5 wisual Studio 2005
=] ‘_'J My Carnputer
e Local Disk (C:)
[ =e» Local Disk (E:)
L’ﬁ encrypted

encrypted Properties ﬂ E |

Permissions for encrypted

General  Sharing I Securit}ll Customizel
— “r'ou can share this folder with othe
network. Ta enable sharing for th
falder.

' Da not share thiz folder
—{* Share thiz folder

Share name: Ie"'le.'r'DtEd

& Mawimum allowed

LComment:

Uzer lirnit:

" Allaw this number of L

To set permissions for users who access b
folder ower the network, click Permizsions

To configure zettings for offline access, o
Caching.

[C5) 59L Server Management Stud

Share the encrypted file location to the windows user and grant with appropriate access permission

Share Permissions |

Group of user hames:

ﬂ zzuser [FTDEMO \ssuszer)

| Bemave |

Permizsions for ssuser Lieny
Full Control O
Change a
Read O

Ok I Cancel Apply

© 2008 Bloombase, Inc.
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) encrypted Properties ﬂﬂ [
Generall Sharing  Security | Eustomlzel

Group or uzer names;

!ﬁ Administratars [FTDEMOYAdministrators)
€T CREATOR OWHER

ﬁ gzuzer [FTDEMONssuszer]

€7 GYSTEM

€7 Users [FTDEMO\Users)

Add.. BRemove |

Permissions for ssuser Allowy Deny
Full Contral o =
Madify i

Fead & Execute
Lizt Folder Contents
Riead

IEEEEE
oooond

A =l
For special permizzions or for advanced settings, Advanced |
click Advanced. =

ak. I Cancel | Apply |

Create Spitfire StoreSafe virtual storage for encryption

Create an encryption key

Find Key Wrapper

Find Key Wrapper

Name Active

Subject DN l:‘ Izsuer DN
Serial Number Issuer Serial N
Effective Date From p Effective Date T
Expiry Date From p Expiry Date To
Key N
Name Source |Active CA Subiiectj(JFssuen
DN DN |
Type
eyl Local i CN=key1|CN=key1|’

Create a storage configuration to the encrypted files physical location



Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P32 © 2008 Bloombase, Inc.

Modify Storage Configuration

Storage Configuration

Modify Storage Configuration

MName encryptedstorage

Description

10

Phyzical Storage Type  Remote
Tvype CIFS |
Options user=szsuser,password=123456

Device 44,182.168.10.30\encrypted
Last Update Datetime

[~Subit— i -eietejfcio=e|

Create a storage user

ssuser

who has the same name as the windows user

£ ? Bloombase Spitfire StoreSafe Security Server - Web Ma..

Modify Storage User 1

Modify User

User Id ssuser
Password senane
Cenfirm Password senensl

Last Update Datetime

[“submitfelete | clo=e|

Create a virtual storage for the above storage configuration
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{= Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows [..

Modify Virtual Storage

Virtual Storage Virtual Storage Handler Storage Access Control

Modify Virtual Storage

Mame protected

Description

O

Active I
Mode File

Last Update Datetime

Physical Storage

Storage encryptedstorage 40‘('?"5
Description

Fhysical Storage Type  Remote

[“submit {Joetere [ close |

Choose the defined encryption key and the appropriate cryptographic cipher

(_ Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows

Modify Virtual Storage Handler

Virtual Storage Virtual Storage Handler Storage Access Control

Virtual Storage Security Handling

Encryption Keys

Key Name Last Update Datetime

r keyl

"Rad- [~ wemave |

Cryptographic Cipher

Cipher Algorithm AES e

Bit Length

[“rerresh i ~closs

© 2008 Bloombase, Inc.

Grant the user access to the defined storage user so that Oracle instance can connect to the Spitfire StoreSafe virtual

storage



Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P34 © 2008 Bloombase, Inc.

{= Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows |... .

Host Access Control -

n Host Access Control List Last Update Datetime

Subnet Access Control

n Subnet Access Control List Last Update Datetime
| Remove |
User Access Control
Default ™ read T write
User Repaositary |Loca| ~
User Access Control List Last Update Datetime
- W read W write

[Rad g™ Remove | =

On the Spitfre StoreSafe server machine, change Bloombase Spitfire StoreSafe service to log on as the defined windows
user

Services (Local)

Bloombase Spitfire StoreSafe Mame # | Descripkion | Skatus | Startup Type | Log On As |
Security Server @Alert Manager ALIYE(S) Service Manual Local Systemn
%.ﬁ.lert Manager Main Service Starked Autanmatic Lacal System
Start the servics %Alert fManager Sockek{3) Service Manual Local System
%Alerter Matifies sel... Disabled Local Service
Crescription: %Application Experience Lookup Service Processes ...  Started Aukomatic Local System
E!;DVFQE‘ESE Spitfire StoreSafe Security %Application Layer Gateway Service Provides s... Manual Local Service
%Application Management Processes ... Manual Local System
%Automatic Updates Enables th...  Started Automatic Local System

Transfers ...

Manual Lacal System
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Bloombase Spitfire StoreSafe Security Server Properties (Local... & B3

General LogOn | Recovery | Dependencies

Laog on as:

" Local System account
™| Allowy senvice to interact with desktop

I.\ssuser Browse. . |

Paszword:

Confirm password

“You can enable ar disable thiz service for the hardware profiles listed below:

Hardware Profile | Service |
Profile 1 Enabled

Enable | Disable |
Ok, I Cancel | Lpply |

Back to the Oracle server machine, also change the Oracle instance service and Oracle TNS listener to log on as the windows

user

File  Action Wiew Help

« - A FRR| 2@ = 1=

% Services (Local) Mame /4 | Descripkion | Stakus | Startup Tvpe | Log On As |
OracleQraHomes1 TMSListener Aukomatic Nssuser
EO1 Aukomatic s 2
%Perfnrmance Logs and Alerts Collecks pe,..  Started Aukomakic Metwork 3.,
%F‘Iug and Play Enables ac... Started Aukomakic Local Syskem
%Portable Media Serial Numnber ... Retrieves ... Manual Local System
%Print Spooler Manages al... Starked Aukomakic Local Syskem

After completed the virtual storage configuration and restarted Spitfire StoreSafe server and the Oracle instance, connect to

the Spitfire StoreSafe virtual storage protected
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. % E.encrypted Ol
File Edit Wiew Favorites Tools  Help | :f,
(JBack » ) - i | ) Search |f|f Folders | & o X 6) | -

Address Il: Map Network Drive j G0

Diate Modifi
Foldi ‘Wwindows can help you connect ko a shared nekwork Folder o 2= T
@ Deskka) and assign a drive letter ko the connection so that you can
=] B My \# access the folder using My Computer,
i et | Specify the drive letker for the connection and the Folder
i} that you wank to connect ta:
B :J My Drive: ID: j
i
g Folder: |'|,'|,192.168.10.20'|,pr0tectedj Browse. .. |
: Example: \\serverishare
2 v R tat |
= Reconnect at lagon
g My Connect using a different user name.
:wj] Req nnect As.

Bt default, you will connect ko the network Folder as
FTDEMOYAdministrator, Ta connect a5 another user, enter
their user name and password below,

User name: Ig ssUSer vl _| Broawse, .. |

Password: |o

< QK I Cancel | _l

|D objects (Disk free space: 1,98 ¢ Compuker

sz

Migrate Oracle data files

Encrypt the Oracle data files by copying the file from

C:\TEMP

to
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Startup Oracle instance service and listener. With the Oracle data files location unchanged and connected as

D:\ORACLE

, the Oracle instance can be started up successfully.

Automatic failover testing

To test the failover functionality of NEC Expess FT server, the power cable of the Spitfire StoreSafe server is unplugged to
simulate a server down situation. While 10000 records are being encrypted by Spitfire StoreSafe server and inserted into the
database, the server down and automatic failover provided by NEC Express5800/ft series fault-tolerant server has made the
outage negligible throughout the data encryption process.
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Encryption of Oracle data files by Spitfire StoreSafe on
Red Hat Enterprise Linux 4, virtual storage connected

by NFS

Configuration of Microsoft Windows Services for UNIX

Create mapping between the users in Microsoft Windows platform and UNIX platform. Since Microsoft Windows does not
use uid / gid like UNIX does, we will map the windows users to the root uid of o and gid of o in UNIX.

.i"n Microsoft Windows Services for UNIX
%) Fle Action View Window Help
« = | Bnm @

' Microsoft Windows Services for UNIX
=4 Server for NFS
=3 Chent For NFS
T Telnet Server
= User Name Mapping

User Mame Mapping on local computer Beload | Apply |G

Configuration

e s L=t .
To create maps, click Apply. User Name Mapping creates the maps automatically.
Advanced maps
To map user names, click Show User Maps, To map group names, click Show Group Maps,
Hide Llzer Maps by Gr b

Windows dorain name:

|WFTDEMO |
List Windowes Users I List UMES Users I

Windows users: UNIX users:

Windows Users I :I Unix Users [UII] | :I

{unmapped> nte 38

Administrator operator "

ASPHET oracle 01

Guest poap 7

|USR _320-FB pegasus 13 =

| WaAM_320-FB eter 503

Fsusar ] LI root 1] ] LI
Windows user name: UNIX user name:

Ssuser |mol

To create a map, enter user names you want to map, and click add. Add |
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Microsoft Windows Services for UNIX

% Fle  Action View Window Help =12

«= | Aam @m

| Microsoft Windows Services For UNIX
5] server for NFS

=) Chent for MFS User Name Mapping on local computer Reload Appy |
= Telnet Server C m viap Maintenance

L}
To map user names, click Show User Maps. To map group names, click Show Group Maps.,
i Showy User Maps Hide Group Maps

Windows domain name:

WFTDEMO =l
List Windows Groups List UME< Groups |
Windows groups: UNIX groups:
Windows Groups l - Unix Groups [GIII | -
Backup Operators "“I oinstall 502 '“l
Distributed COM Users oper 505
Guests operator S04
He lpServicesGroup pPoap 7 =1
115_wPG PEgAsUS B5
&.ﬂnmmm.ﬂmm_l' i pater 502
ORA_DERA ;l root 0 ] LI
Windows group name: UNI¥ group name:
[ora_DBA [root
To create a map, enter group names you want to map, and click add. Add I

Preparation for the Oracle server

To start with, shutdown Oracle Instance first.

To backup the original oracle data files, copy

D:\ORACLE

to another drive eg

C:\TEMP

To create a location for encrypted files eg

E:\ENCRYPTED

, change the drive letter for the partition

to another drive
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Create a windows user eg

ssuser

for user connection from Spitfire StoreSafe server.

& £ encrypted

File Edit ‘ew Favarites Tools Help

Qsack - & - ¥ |,‘-'-’Search [ Folders | CRE D L | (-

Address |7 Eriencrypted

Folders =

@' Desktop
=] D My Documents
El S0L Server Managemenk Stuc
I Wisual Studio 2005
=] 3’ My Compuker
g Local Disk (C:)
[=] % Lacal Disk (E:)
(=" encrypted

Marme  * |
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Share the encrypted file location to the windows user and grant with appropriate access permission

encryptedpropertes K]

- . . Permissions for encrypted
General Sharing |Secur|ly| Euslormzel iz 21

[—

Share Permizsions |

o You can share this falder with othe
network. To enable tharing far th G )
folder. Group or user names:

™ Do not share this folder 7 ssuzer FTDEMONssuser]

% Shaethisfolder ———————
Share name: IEHCI}'Ple
LComment; I
User limit: (% Mavimum allowed Add... | Remave |
" Allow this number of L o
Permizsions for ssuzer Allow Deny
Ta set permissians far users who access t Full Cantral O
falder cver the network, click Permizsions Change O
To comfigure settings for offine access, ol Fiead O
Caching.

i | 0 [u]4 I Cancel | Apply

Jencrypted Properties [ 2| x| l
General | Sharing  Secuiity |I:ustc-mize|

Group or uzer names:
!ﬁ Administrators [FTDEMO W dministrators)
€7 CREATOR DWwNER
ﬁ ssuzer [FTDEMOssuzer)
€7 SYSTEM
€7 Users FTDEMONsers)

Add.. | Bemove

Permizsions for szuser Allaw Deny

Full Contral

rdodify

Read & Execute
List Folder Contents
Read

I —

IEEEEE
joooooo

For special permissions or for advanced settings, Advanced |
click &dvanced. —

oK I Cancel | Apply |
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Create Spitfire StoreSafe virtual storage for encryption

Create an encryption key

Find Key Wrapper

Find Key Wrapper

Name | Active
e
Subject DN Issuer DN

Serial Mumber Issuer Serial Nu

Effective Date From Effective Date T

Expiry Date From Expiry Date To

SRS

Key -
Name Source |Active CA %uNh]ect Igi‘suer |
Type
leeyl Local il CH=keyl | CN=lkeyl :
Create a storage configuration to the encrypted files physical location
Modify Storage Configuration
Storage Configuration

Modify Storage Configuration
Mame |encry|:rted5t0rage
Description
Physical Storage Type  Remote
Type CIFS |+
Options |user=55user,password=123455

Device [\\192.168.10.30\encrypted

Last Update Datetime

© 2008 Bloombase, Inc.
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Create a virtual storage for the above storage configuration

(_ Bloombase Spitfire StoreSafe Security Server - Web Management Console - Windows |..

Modify Virtual Storage |

Virtual Storage Virtual Storage Handler Storage Access Control

Modify Virtual Storage

Name protected

Description l:‘
Active v

Mode File

Lazt Update Datetime

Physical Storage

Storage encryptedstorage /O‘ﬁg
Description

Phys=ical Storage Type  Remote

=St ~Defete J§ Close

Choose the defined encryption key and the appropriate cryptographic cipher

(_ Bloombase Spitfire StoreSafe Security Server, - Web Management Console - Windows |

Ir

Modify Virtual Storage Handler

Virtual Storage Virtual Storage Handler Storage Access Control
Virtual Storage Security Handling

Security Scheme
Encryption Keys
Key Name Last Update Datetime
r keyl
e |

Cryptographic Cipher

Cipher Algorithm LES L

Sit Length —
[Ferresh |
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Grant the host access to the Oracle server so that Oracle instance can connect to the Spitfire StoreSafe virtual storage

Modify Storage Access Control

Virtual Storage Virtual Storage Handler | Storage Access Control |
File System Object Attributes
Default User Identifier

Default Group Identifier

Default Mede
Host Access Control
ﬂ Host Access Control List
- 152.168.10.30 W read W write

On the Spitfre StoreSafe server machine, change Bloombase Spitfire StoreSafe service to log on as the defined windows
user

Services (Local)

Bloombase Spitfire StoreSafe Marne 4 | Description | Status | Startup Type | logonas |

Security Server @Alert Manager ALIYE(S) Service Manual Local Systemn
%.ﬁ.lert Manager Main Service Starked Autanmatic Lacal System

Start the servics %Alert fManager Sockek{3) Service Manual Local System
%Alerter Matifies sel... Disabled Local Service

Crescription: %Application Experience Lookup Service Processes ...  Started Aukomatic Local System

E!;DVFQE‘ESE Spitfire StoreSafe Security %Application Layer Gateway Service Provides s... Manual Local Service
%Application Management Processes ... Manual Local System
%Automatic Updates Enables th...  Started Automatic Local System
%Background Intelligent Transfer Service Transfers .

Manual Lacal System

Bloombase Spitfire StoreSafe Security Server Properties {Local... Bl B3

General LogOn |Hecovery Dependencies

Log on as:

" Local System account

I~ Allovs service bojinteract with deskiop

I. hzzuser Browse,.. |

Paszword: I...............

LCanfitm passward: I...............

You can enable or disable this service for the hardware profiles listed below:

Hardware Profile | Service |
Prafile 1 Enabled
Encbie | Disable |

QK I Cancel | Aappli |
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Back to the Oracle server machine, also change the Oracle instance service and Oracle TNS listener to log on as the windows
user

File  Action Wiew Help

¢~ | W EFRER @@ = 1w

% Services (Local) Mame /4 | Descripkion | Stakus | Startup Tvpe | Log On As |
%OracleOraHomeS1TNSListener Aukomatic Nssuser
: 01 =
%Perfnrmance Logs and Alerts Collecks pe,..  Started Aukomakic Metwork 3.,
%F‘Iug and Play Enables ac... Started Aukomakic Local Syskem
%Portable Media Serial Numnber ... Retrieves ... Manual Local System
%Print Spooler Manages al... Starked Aukomakic Local Syskem

After completed the virtual storage configuration and restarted Spitfire StoreSafe server, connect to the Spitfire StoreSafe
virtual storage protected

$ mount 192.168.10.20:/protected D:

One of the benefits of NFS connection is the hard mount options, which will keep the re-establishing the lost connection
infinitely.

“5192.168.18.28%protected
e=32768, wsize=32768
mount=hard. timeout-0.8

locking=no

Migrate Oracle data files

Encrypt the Oracle data files by copying the file from

C:\TEMP

to

Startup Oracle instance service and listener. With the Oracle data files location unchanged and connected as

D:\ORACLE
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, the Oracle instance can be started up successfully.

Automatic failover testing

To test the failover functionality of NEC Expess FT server, the power cable of the Spitfire StoreSafe server is unplugged to
simulate a server down situation. While 10000 records are being encrypted by Spitfire StoreSafe server and inserted into the
database, the server down and automatic failover provided by NEC Express5800/ft series fault-tolerant server has made the
outage negligible throughout the data encryption process.
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Automatic Failover of Oracle server

Apart from the automatic failover of Spitfire StoreSafe server with the help of NEC Express5800/ft series fault-tolerant
server, automatic failover of Oracle server on the powerful HA-enabled machine is also performed. To test the failover
functionality of NEC Expess FT server, the hardware module is unplugged to simulate a server down situation. At the same
time, 10000 records are encrypted by Spitfire StoreSafe server and inserted into the database, the automatic failover
provided by NEC Express5800/ft series fault-tolerant server has made the data encryption process continuous without a
single moment of downtime, data loss and interruption to Spitfire StoreSafe security server. The user-transparent fault-
tolerance of NEC’s FT server has significantly improved the system availability.

Before the server outage, both the HA modules are in “System Duplexing” mode.

&1 Server maintenance utility - System Information

File Wiew Seffings Tool Help

%2

El-ga
: @ Syskem Configuration

Module#0

CPU Module(ID:0f0)
¥8 PCI Module(10:0/10)
Module# 1

CPU Module(ID: 1§11}
PCI Module(ID: 111}
{8 5CSI Enclosure

After unplugged the server module to simulate a server down disaster, the running module will take over to be the active

node and running in “Simplex” mode.

- Chassig nformation

Type: Rack Mount Chassis
Part Mumber:  243-413716
Serial Mumber : 01

 System Infarmation

05 Version: 523730
Name : FTDEMD

as Microsaft Windows Server 2003 Enterprise E dition

i~ Product Infarmation

Manufacturer: NEC
Praduct : NEC

Serial Mumber : 7=00130
Wersion FR1.5

Part Mumber:  Erpress5800/320Fb-LA [NBB00-111F]

~LCD

Module #0

Module #1

System Duplexing
System Ready

System Duplexing
System Ready

B
System Configuration

B Modulexo

-8 CPU Module(1D:0/0)
PCI Madule(ID: 0/ 100
Module#1

8 P Module(ID:1)1)
: 8 PCI ModuledID:1/11)
@ scalEnclosure

[~ Chassis Infarmation

Type: Rack Mount Chaszis
Part Mumber : 243413716
Serial Nurnber : 01

— System |nfarmation

05 Wersion: 523730
Mame : FTDEMO

0s: Microsoft Windows Server 2003 Enterprise Edition

[~ Product Information

Marnutacturer : NEC
Product : NEC

Serial Number : 700130
Wersion : FR15

Part Humber :  Express5800/320Fb-LR [M8800-111F]

~LcD

Module #0

Module #1

System Simplex
System Ready
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Conclusion

Bloombase Spitfire StoreSafe storage security server protects privacy of sensitive enterprise data by transparent encryption
and decryption. This paper summarizes quick notes to setup of Spitfire StoreSafe and simple migration of Oracle database
on NEC Express5800/ft Series Fault-Tolerant Server to achieve transparent Oracle encryption meeting high availability
requirement and various information security regulatory compliance standards without sacrificing performance.
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Disclaimer

The tests described in this paper were conducted in the Bloombase InteropLab. Bloombase has not tested this configuration
with all the combinations of hardware and software options available. There may be significant differences in your
configuration that will change the procedures necessary to accomplish the objectives outlined in this paper. If you find that
any of these procedures do not work in your environment, please contact us immediately.



Encryption of Oracle Databases by Bloombase StoreSafe on NEC Express5800/ft Series Fault-Tolerant Server Application Notes P52 © 2008 Bloombase, Inc.
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